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DAS, NAS, SAN — choosing the right storage is
key to profit. yieff Whitney

he video surveillance solutions being
deployed toduy often require more video
retention with better image gquality than
ever before. The demand is largely driven
oy incrensed regulations, sew applications using
video and ever-present extemal threats. While this
presents challenges o security integrators, it also
delivers significant opportunities, Storage is typ-
cally one-third tone-half the cost of inday’s video
surveillance, but it is often hidden in the price of
DVRs. Finding ways 1o cul the cost of surveillance
systems and reduce the wnount of storage, whils
simultaneously achieving new retention, reliability
and performance needs. are key 1o an integnstor’s
slanding as & customer’s frusted pdvisor.
The difference between storage technologies
isn'tin the disk drives themselves, which all come
from a small group of arfginal equipment manutisc-

warers. The real difference is how the storage syatem
is architected to meet specific video neguirements.

Three storage solutions are widely wsed roday
DAS, NAS and SAN,

DVR DIRECT ATTACHED STORAGE (DAS)
DVRs have proven 1o be o reliable and dependahle
pluttorm, with about T0 percent of surveillance sys-
tems being DVR-based. most using DAS storige
A5 began with the fiess IT disks, und was broughi
i physical secority with the DVE, With DAS, the
DVR is closely integrated with “captive™ proprietary
soeage — disk capacity that is exclusive w thit spe-
cific DVR system, just like storage in o desktop or
laptop PC, and supplied by the DVE manofaciurer.
High-end DVRs may include RAID data pro-
tection, hot swap disks and fault iolerance, which
improve reliabafity and sdministration. Most VRS
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support multiple disk drives in their
enclosures, and some can be upgraded by
the security infegrator Tor further capac-
ity growth,

DEWR stoeage priving is the buseline for
vider surveillance. Other solutions must
deliver similar priving or offer significans
other savings and feannes o be competitive
with native stomge expansion of the DVE.

While DVE DAS storage is the most
prevalent technology in video surveil-
lance, it also has the greatest number of
challenges

First. in order to stay within warranty
requiremients, expansion drives can only
come from the DVE manufucturer. This
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can mioke the disks seem quite expenzive
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compared with identical drves availnble on the open
miarket, & comimon comiplaint from end wsers.

Second, DVE disk expansion s often limated.
sir thit when additional capacity 15 required & mew
DVER ofien is added. While it provides good shon-
term revenie for the megraton, this model risks o
competitgr offering a less expensive solution.

DWEs and their DAS storaps are “dati 1slands,”
self-zufficient and unconnected to other stoenge.
Should one DVR have unused storage and another
he ar capacity, it's not possible 1o share between
them to balance wsage and wtilization, Thus securi-
tv professionals often overprovision their DVRs in
opder to reach desired capacity and retention, when
soame imight reguire signifieantly less capaciny,

When o DVE fails. DAS storage in that platform
connol be aecessed easily by another, Becording
halts until the component or DVR is replaced. o
comeras are re-cabled o another system, infermp-
ing the refention schedule.

Low- po mivd-level DY Es moy ool offer advanced
dati prodection, disk drives, components or fauli
tolerance.  Yet, some DVRE moanufacturers and
integrators repoit that failed drives and resuliing
Iost video ore the main problem encountered. If
you consider service calls your company has hid
i make vou likely have seen this issue.

L= 1o ik Jevied DVERS and MY Rs also often do
not include advanced notification of disk failures
or recording ssues, When an operalor’s station is
unatiended, or the operator is busy with other tasks,
an abarm that reports i te monogement console is
effectively useless, Such problems should include
g-mail and Web alerts, potifving one or mone
employees and the suppoming integrator of the
issue, and not wail for discovery of ost vides

EXTERNAL NETWORKED ATTACHED STORAGE (NAS)
Metwork attached sweage is commonly found
in workgroup and departmentel [T use. Yideo is
stored as individual files on an external storpge
system, supporied by its own operating system to
provide an imterface between the DVE and the sior
age over the CIFS or MFS protocols,

Uncler MAS, mulupde DV Rz can secess the same
shared storage, eliminating the data islands of
mchividunl DAS-based DVRs, The NAS becomes
the primary recording platform, and internal DVR
siorape used only For the operating system.

For individual DVEs, buying extra capacity is
commens o ensure enough s avoilable,

MAS has a positive impact on siorage ulilization,
becuuse stornge that previously might have been
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unused inone DVE cin be shared by another. Thus,
not every DVE has to be equipped with maximum
capacity, bur can share a larger pool, cutting costs
with less storage purchased.

MAS systems can offer advanced festores like
RAID, foult tolerance, amd hot-awip componenis
and disks. Whake typrcally more expensive, NAS
systems s0 equipped usually deliver Tong-term
costomer satisfaction and support both entry-level
and higher-end DVR systems,

While NAS pricing always will be less than the
cost of adding a complete DVR, om entry svstem 15
often competitively priced o inemal DVR siorage,

But, there are some chalkenges. The NAS prod-
ucts that connect o DVRs typically are nat sold by
traditional physical security vendors, who would
prefer customers purchase DWRs instead of adding
external sioragze.

MAS solutions usually are offered by [T storage
vemlors whe dehiver identical products for e-mail,
database, human resowrce systems and other busi-
ness uses, While NAS is an excellent technology
for general-purpose IT needs, many of these prod-
ucts do nit pddress the workload challenges of

video surveillance. IT products are well designed
fio o badanced read-write workload. not for & write-
heavy video environment where 90 percent or more
Achons are non-stop writes to disk,

This can bead to long-term performance problems
fur the surveillance sysiem, and a challenge for the
supporting integrator, As an example. the file-
hased operifing system in a NAS system can result
in fragmentation of video stored with repeated use
due to file system requirements. Gradaally, perfos-
mance drops a5 the stormge grows fragmented. and
since the surveillance system may feguine mon-slop
recording, there may never be time to defragment,
causing increasing problems,

Thiz vwverhend of NAS systems also may provides
some performance issues i a heavily nsed system.
For this reason, NAS systems work best in small
systems unlikely w meed lomger relention periods.
but require higher aptime and lower total storage
costs than adding DVRs,

When selecting a NAS, video optimized solu-
tions should be sebected. T venify thas optimiza-
tion, select only NAS that is tested and certified
with mulnple cameras, video menagement sys-
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eliminating storage islands, but over the
SCS1 protocol. IF a DVE fuils, the storage
confinues o be available and the video wo
be acoessible. In sdvanced SANs. fauli-
wlernt designs allow recording o con-
finue non-stop, without fragmentstion.

Unlike MNAS systems, SANs write
in the same bBlock format wsed by [P
camerss, This eliminates: the need Tor
an operating system layer between the
DVE and storage, reducing overhead
while eliminating o potential support
conflict for the miegrator,

With advanced management capa-
bilitizs developed for [T, SAN systems
optimize and reduce the anount of stor-
age more effectively than other offer-
ings for significant Customer cost sav-
ings with better RO,

IP netwarks can
support DVEs with
ax/sting analog
carmaras, P nel-
work cameras,
WRs, and other
1P-based technol-
ag) including fife-
safely and access
condrod, and ail
san share the (P
54N storage.

The. iustration

at right allows

gne fo parfarm &
cost-comparison
bedwioan @ sland-
alome DER with
DAS storage and 2
LWR with 1P SAN.

tems, analytics, DY Rs, and other components for
e surveillamce system.

NAS solutions not focwsed on the specific work-
loads of video storage won't hove successfully
certificd with many of these physical seconny
vendors, For the security integrator, this can lead 1o
costly support problems snd customer satesfaction
issues long after instalkation. Certification often
can ¢liminate warranty concerns, and ensure fewes
problems when installing NAS.

EXTERNAL STORAGE AREA NETWORKS (SAN)
Stowage area netwiorks are the newest techaology 1o

be adopted for videe surveillance, Like NAS, SAN
affers extemal storage shared by multiple DYERs,

The first SAN: used Fibre Channel
{FC) technology, and have been proven 1o reliably
deliver very high perdfommance storage, capable of
supgpearting the most challenging IT applications,
But FC SANSs arealso many Limes more eipensive
per terakyie than typical storage for physical secu-
rity, and require signiticant storage expertize. This
has pvpieally Hedted PC SANs to large corporate
IT envirenmenis, not for deparmental or small-
miedium bisiness asage,

Consider [P AN\, which deliver the bengfits of
FC, but at o fraction of the price, Just-as impanant-
Iv, the best I SANs do not requine extensive starige
knowledge, vet are ddeal For [T applications soch as
atorge consolidation and can be optimized for video
workloads nsing the 19051 block primoc,
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IF SAN offers features
thae can deliver better perfon.
mance than traditional DAS
storage in VRS,

For exumple, disk striping
tor RAID O} allews o DVE o
write Lo a group of disk drives
similtangcusiy, resulting in
much better performance than
wisen writing to o single drive
which is limited by the DVR
hardwire,

TP 5AN nffers more copac-
ity than any other solution for
video surveillance, Some [P
SANs start with as little as

ITE, perfect [or one to five

DVESs with o hundfol of cameras, or for edge
recording. The best of these systems can scale to
1 A00TE or maore, encugh for thousands of cameras
with multi-vear retention perods,

Just a5 in NAS solubions, securily integraiors
need weensure that the [P SAN vendor understands
that viden storeee differs from IT workloads. This
xially can be demonstrated with list of physical
secunty vendors whose products have been certi-
fied vo work with the [P SAN solution.

Some TP 5ANs confinue to be prced a% an IT
solunicd, making them non-competitive for many
video surveillance needs. Select an TP SAN tha is
price-compelitive with DV R storape. bess than the
price of adding another DVE,

Exqually important. the customer”s current invesi-
ment in DVRs, NVRs, analog cameras, video

e M

in & DVR with an extarnal 1P SAN, the camera feed can be written
dcross & siripe of mullipve disks, This nof anly bypasses the sequential
nature of DAS wriles, bl aliminales the perfarmance isspe of the RS

write spaed.
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managermen systems, amalyiics and cabling should
b protected when deploying [P SANs, Some solu-
tions are entirely focused only on new deploy-
ments, and iznore the investment customers have
made in their security systems. [P SANs suppon-
g existing infrastructure are the sman cholce,
prodecting customer investments while limiting
possible disruption. The resulting hylrid that
an P SAN storege upgrade delivers cases the
custoamer into the benefits of [P, positioming the
infegraor a5 a trusted partner looking out for their
best interesis.

A demonstrated obility o suppont other TP-
enabled techiologies such as swoess card readers,
life safety, or even IT applications can deliver
further customer cosl savings while providing new
siles opportunities o the integraio.

IT terminology remsins comnected to some of the
[P SAN products that are offered 1o the physical
sectrity industry, From an administrative perspec-
tive, there 15 no reason why & Secunty intearitor
of pristitoner should have to learn IT terms, but
instead they should continue 1o configure and
administer their somage systems in terms of reten-
tion, frame rafe snd resclution, TP SAN redices the
wdministrative burden with hot swap components
and data protection, But such benefits are lost if
ongoing sdministration is overly complicated.
Commaon labor-saving Tumctions like ntomated
e-mailWeb alerts are o part of simple management
deliverzd by the best [P SAN solutions,

THINKING ABOUT STORAGE
All three storage technologies are appropriste Tor
different aspects of video survesllonce, Mative DVE
storage using the DAS model continues o be the
default choice, but muy not be the best long-term
selection for the customer or the inlegrator,
Understunding specific custonver requinsments is
the way to select the rght storage, Unfortunstely,
storage 15 often an afterthought. 1o be plugged into
the solution after the cameros, ¥ideo management
=ystems, and other components have been selectad,
[ntegrators showld think of stomge early, ensuring
that the solution fits the specific needs of the cus-
poaner, With a lintle planning, integrators can posi-
o the right storage solution for ther cusionwers
every ime, while opening up new opportunitics
for revenee. Il
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